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Topic: Online Safety Class/Year Groups: Stiperstones Term: Rolling
What you already know? What you will learn: Vocabulary:
People can take steps to change or hide their identity online. imi i i
SELE-IMAGE AND IDENTITY scams Where criminals use online platforms to trick
You should be careful about who you trust online. Ask a trust- o iy b shoyou e A Eor online comes e Forinkel Robloe. someone into sharing personal information
LLhoose a 2 Lsername OSSN T INCluce H : 2
ed adult before trusting anyone who you meet online. (name, persondlity, hobbies, etc) ' | vour own name or locatiors like account logins or bank details
People can change or hide their ~ | 2Don'tshare any personal details m
. . . . . ek 1.change or hide thelr 3.Don't accept gifts or offers that seem too
Not all information on the internet is accurate. Some infor- W?ﬁ do this to good to be trus, be wary of scamss n plagiarism S e A G R e e G e e
mation is fact and some is opinion cvatar & alias when garing, rother @y, | 4Be nice tocthen you're ploying with; . )
than their own name/picture. A4\ | 5:Noin-app purchases without permission. as your own, with or without consent of the
Spending too much time using technology can sometimes have -Reasons pecple may represent y “:;n livestreaming/ u o;“;\dm o original author
PR . . themselves differently online: to ! g 1.Keep your parents aware at you are
a negative impact on mood, sleep, body and relationships. protect themselyes, to deceive others, doing. This helps them to keep you safe,  Youlkbe
to try and look good, for fun. 2.Change your privacy settings and age bi S inf ti the Int: t is infl
Information that is put online is difficult to delete and can be Remerrber that how you presert i) | fiters: to control what you and others see. =B (ST L el ATl (0 1alS g =5 (B
: urself and i i ot \&J &p/| | 3Flom anything you see that i inappropriate. enced by the creator’s opinion and therefore
copied and saved by other people. yourself and interact with others S A | | #/Gelive"in public pleces, rather than home. Y pini
online affects how others see you. i This will limit the personal info you share. .
biased
e U T , .
LN P =Secrch engines use ClgoNTITS torane o ie in-app Extra content or subscriptions that you buy
the results of searches. Factors like your Py
-Some of our Informetion s personal to us er people to Use your work key words, location & settings count. L4 purchases inside an app
and should not be put online without the ﬂ1ey should have your consent. L . R . R
permission of en adult fist. The ) iy -MNot all information on the intemet is
information that we put online can stey ¢ “Most U::':&::“}i u‘:t we mﬂ'?j F accurate, Some information is foct and ! e BLoek T FLAGIT
there for a long time. by others does not belong to LI some s opinion. Some information s lrien ucparass ight It's the | that i t _
~Sometimes, information that is put online you. Vou should nct share it or use it biased (not balanced, unfair). [ o copyrig s the law that means It you create some
is difficult to delete and can be copied, {75, | without their consent. ~Make dedisions the accuracy of miachraamis. - = thin then it belon s to vou
ﬁfmﬁ:ﬁmﬁgw 2=/ | -an orginal works s covered by . information by cross-checking multiple -t is important to follow online rules (see above). g g y
adult before putting information anline. mﬁ?‘" gd"’ef ut‘ﬁe"“_“'"e' (the sources. Check the type of sources, e.g. -Spending toe much time wsing technolegy can
i fion about others ccm be found: m m";g]::tgqn dc"g“t:.tﬂ:oﬁ. Twitter is more likely to be opinion, l o I sometimes have a nﬂ. Iv.e impact on nmd,.
1.Through Geogle/search engine resufts: i . i BBC News more likely to be factual. — sleep, body and relatiorships. E.g. too mudh time . . . ; . )
2.Through their social media accounts; -¥ou can find out if a picture is free Some information online deliberately online gaming can cause a lack of sleep/exerdise cross-check Conflrmlng Somethlng by COnSlderlng |nf0r'
3.Through online news/ information stories; to use by selecting took/ rights/ eopyrghl tries to influence/mislead people (e.g. leading to tiredness, mood swings and obesity. q
AThrough content they have uploaded Creative Commons licenses in a 110 s fake news). This may be to show mation from several sources.
5. Through entries in online information Google image search. aRe news). This may be to s ~You should be aware of the
sources e.g. Wikipedia/ Hiddle/ Britannico; -Copying someone else’s work from q someonefthing in a good or bad way. different age restrictions for |, 4 C@
~Be aware of what information about the intemet without parmission isn't i \\% -Advertisements can be targeted at ‘ various games, apps, and
Es avdilable online. Tell a trusted adulk if it fair. This s called plagiarism (a type | PJ’ < people deliberately who are the most sites, Use Net Aware to check
is there without your consent. of cheating) & is treated seriously. u wulnerable! likely to buy a product. age restrictions for yourself, et Aware
Pmm\' AND Slﬁ“m‘l National Curriculum Objectives:

onllneusmwwldbelnm If guess, but we need to remember them!

% ° use technology safely, respectfi ibly; i
someone is unkind, Severdl Times On i. W co e our il s e by oy E gy y, respectfully and responsibly; recognise acceptable/

purpoke ther s coulc be g sauing them to our device and putting a unacceptable behaviour; identify a range of ways to report concerns
trusted adult : password on the device. Protect passwords
- !_'.h by not telling them to others. 2 about content and contact.
What one person sees as a joke (or M L
-Ask a trusted adult to ensure your privogy N : .
e e e settings are on so your location and profle . use search technologies effectively, appreciate how results are selected
2LANg cen taRe t public . . . o s e
ploce through many forms (text. | E"E re net puble |_] and ranked, and be discerning in evaluating digital content
image, video, chat). Remember that the intemet is never full,
-Carefully consider how the things you say and private and is monitored, e.g. adult

post can impact on others’ feelings. Things that are supervision. The digital age of consent is 16.
a joke to you may not be to other people. So you must ask trusted adults for consent.




